The Threat is Real, The Solution is Here

COMBATTING INSIDER THREAT

OUR APPROACH
It’s common – every government
organization focused on an ITD program
that strives to choose the right technology
and people for the job. We bring
unparalleled solutions to meet diverse ITD
implementation challenges such as
integration, accessibility, security, and
privacy. Our “Prepare, Respond, and
Recover” methodology, backed by extensive
skills and years of experience, adapts to
meet customers current and long term
needs.

INSIDERS POSE A SERIOUS THREAT TO THE U.S.
NATIONAL SECURITY. IT CONCEPTS INC. HAS
DEVELOPED A SOLUTION — AN INSTITUTIONALIZED
INSIDER THREAT DEFENSE (ITD) PROGRAM.
ITC’s solution brings together a program that leverages
counterintelligence, security, antiterrorism, and information assurance
capabilities. The result is a full array of solutions to insider threats that
support any organizations’ strategies and facilitate improvements for
detecting, deterring and mitigating insider threats. Our team, along with
commercial and USG partners, works together to deliver solutions to ITD
programs including:
• Auditing and analysis of systems usage information
• Monitoring and analysis of physical security systems (i.e.

ingress/egress)
• Facility security inspections to ensure compliance
• Developed policy regarding the use of information systems (i.e. ban
personal digital assistant from client facilities)
• Fielded secure NetWare to:
- Prevent/detect/encrypt data exfiltration
- Block/Monitor end point devices and internet use
- Maintain even log auditing and analysis capability
• Limited workstations capable of writing to removable media

A MULTI-DIMENSIONAL
APPROACH TO INSIDER THREAT
As insider threat programs come into
operational practice, there is a continuing
need to assess the effectiveness of tools,
methods, and data sources, which
enables continual process improvement.
Our compressive approach assist
organizations to prepare, respond, and
recover from insider threats.

OUR SUCCESS
ITC is the preferred partner to support the Counterintelligence and
Human Intelligence communities to implement insider threat
countermeasures in the CI HUMINT Requirement-Reporting
Operations Management Environment (CHROME). We’ve studied
key elements of the FBI’s and CIA’s ITD programs to help us
successfully support DIA in their efforts to benchmark the DoD ITD
programs. We can identify, evaluate, and implemented
technologies for CHROME that detect, deter, and mitigate insider
threats from exploiting sensitive CI and HUMINT data. Simply put,
we support and improve any organization’s ITD program,
regardless of the program’s size or maturity. We have everything it
takes to implement a comprehensive ITD program.

ADOPTING HYBRID POLICIES AND
PROCEDURES TO MITIGATING INSIDER
THREATS
Successfully protecting against insider threats is
a matter of corporate policy, employee
awareness and readily available and
enforceable controls. Additionally, a proper
insider threat detection and mitigation solution
will build a stronger, more secure employee
network of trust.

